
Zero Trust Security Architecture

Policy Engine Policy Administrator Policy Enforcement Point

This is the component that makes the decision to 
grant or deny access to a resource, using input from 
external sources and a trust algorithm. 

The policy administrator establishes or shuts down 
communication between a user and a resource, 
using commands to policy enforcement points. It 
generates one-time authentication (such as a code) 
to grant access or shuts down the connection to 
deny access. 

This is the system that manages connections 
between users and enterprise data. It’s a single 
component that may be broken into two 
components — for instance, there may be controls 
on the device and in front of the resource. 
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